
SUBCOURSE
EDITION


SS0754
A

OPERATE SINCGARS (NON-ICOM) SINGLE CHANNEL

(Development Date:  31 DECEMBER 1990)

[image: image19.png]WARNING

RF ENERGY IS PRESENT NEAR THE ANTENNA DURING TRANSMISSION. MAINTAIN

AT LEAST 30 INCHES BETWEEN VEHICULAR ANTENNA AND PERSONNEL DURING
TRANSMISSIONS.

WARNING

P

HIGH VOLTAGE

EXISTS AT CONNECTOR J1 ON VEHICULAR MOUNTING ADAPTER. AVOID
PERSONNEL INJURY; BE SURE J1 IS COVERED OR CAPPED WHEN NOT IN USE.

WARNING

Death or serious injuries can result:

® When antenna tip caps are not installed on antennas.

© When an antenna which is not

overhead bridge, tree limb, etc.
personnel.

d down hits a fixed object such as an
lying antenna parts might strike nearby





SINCGARS (NON-ICOM) GENERAL-PURPOSE USER

PROPONENT: MOS 31K

OPERATE SINCGARS (NON-ICOM) SINGLE CHANNEL

SUBCOURSE NO.  SS 0754-A

(Development date: 30 September 1990)

US Army Signal Center and Fort Gordon

Fort Gordon, Georgia

14 Credit Hours

GENERAL

The Single Channel Ground-Airborne Radio System (SINCGARS) NON-integrated COMSEC (NON-ICOM) is a new family of Frequency Modulated (FM) Combat Net Radios (CNR).  When operated in the Single Channel (SC) mode, voice communications are protected from interception and deception by VINSON communications security equipment.  This package is designed to provide training for soldiers of all branches requiring knowledge of SINCGARS secure SC operations.

Whenever pronouns or other references denoting gender appear in this document, they are written to refer to either male or female unless otherwise indicated.
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Lesson 1: PREPARE AND OPERATE COMMUNICATIONS SECURITY EQUIPMENT

TASK:  Prepare and operate TSEC/KY-57.

CONDITIONS:

1.
PERFORMANCE:  Given a KY-57, KYK-13 with traffic encryption key (TEK) handset H-250, fill cable, battery box (ZAI-J), BA-5590, Lesson 1 materials, extracts of TM 11-5810-256-10 and TM 10-5810-256-OP-2, pencil, and a qualified SOJT monitor.

2.
PERFORMANCE ORIENTED: Given Lesson 1 materials, extracts of TM 11-5810-256-10 and TM 11-5810-256-OP-2, pencil, paper, and without supervision.

STANDARDS:

1.
PERFORMANCE: Correctly assemble and load the KY-57 IAW performance measures 1 through 13, within one out of two attempts and within 10 minutes.

2.
PERFORMANCE ORIENTED: Demonstrates competency of the task skills and knowledge by correctly responding to 70 percent of the multiple-choice practice exercise examination covering preparation and operation of the KY-57.

Lesson 2: ASSEMBLE AND OPERATE SINCGARS (MANPACK) SECURE SINGLE CHANNEL OPERATION

Learning Event 1: Assemble SINCGARS (Manpack).

TASK: Assemble SINCGARS in the manpack configuration.

CONDITIONS:

1.
PERFORMANCE: Given a disassembled AN/PRC-119, KY-57 w/TEK loaded, grease pencil, Lesson 2 Learning Event 1 materials, extracts of TM 11-5820-890-10-3, a realistic situation, and a qualified SOJT monitor.

2.
PERFORMANCE ORIENTED: Given Lesson 2 Learning Event 1 materials, extracts of TM 11-5820-890-10-3, pencil, paper, and without supervision.

STANDARDS:

1.
PERFORMANCE: Assemble AN/PRC-119 manpack configuration, IAW performance measures 1 through 5, without error, within one out of two attempts, and within 10 minutes.
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2.
PERFORMANCE ORIENTED: Demonstrate competency of the task skills and knowledge by correctly responding to 70 percent of the multiple-choice practice examination covering Assemble the AN/PRC-119.

Learning Event 2: Operate SINCGARS Single Channel Secure.

TASK: Operate SINCGARS Single Channel Secure.

CONDITIONS:

1.
PERFORMANCE: Given a SINCGARS radio set installed with KY-57 w/TEK loaded, SC frequencies, call signs, Lesson 2 Learning Event 2 materials, a realistic scenario, and a distant station operated by a qualified SOJT monitor.

2.
PERFORMANCE ORIENTED: Given Lesson 2 Learning Event 2 materials, extracts of TM 11-5820-890-10-3, pencil, paper, and without supervision.

STANDARDS:

1.
PERFORMANCE: Correctly operate a SINCGARS radio set in an SC net, IAW performance measures 1 through 9, without error, within one out of two attempts and within 10 minutes, under a simulated tactical environment, and with a qualified SOJT monitor operating a distant station.

2.
PERFORMANCE ORIENTED: Demonstrate competency of the task skills and knowledge by correctly responding to 70 percent of the multiple-choice practice examination covering operation of SINCGARS SC secure.

(This objective supports SM Task Numbers and Titles 113-587-1064, Prepare SINCGARS (Manpack) for Operation, 113-587-2070, and Operate SINCGARS Single Channel.)
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GRADING AND CERTIFICATION INSTRUCTIONS

*** IMPORTANT NOTICE ***

THE PASSING SCORE FOR ALL ACCP MATERIAL IS NOW 70%.

PLEASE DISREGARD ALL REFERENCES TO THE 75% REQUIREMENT.

INTRODUCTION

SINCGARS radio sets are the replacements for currently fielded manpack and vehicular mounted FM radios.  They will replace the AN/PRC-25/77, AN/VRC-12 series, AN/VRC-53, AN/VRC-64, and AN/GRC-125/160.   They are capable of communicating with the radios they are to replace and operating with currently fielded VINSON communications security equipment.

vi

All configurations of SINGARS use the same Receiver/Transmitter, which allows for some vehicular sets to be dismounted and used as manpack sets.  The RT is capable of three power outputs which can reduce or extend the transmission range.  Sets with a power amplifier have an additional power out capability.  The RT is able to operate on 2320 channels as compared to 920 with current FM sets, over frequency range 30.000 to 87.975 MHz.

Let's begin our training with VINSON since all communications must be secure.
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EQUIPMENT AND MATERIALS REQUIRED

1.
TSEC/KY-57.

2.
KYK-13/TSEC w/TEK.

3.
Handset H-250.

4.
Fill cable.

5.
Extracts of TM 11-5810-256-10.

6.
Extracts of TM 11-5810-256-OP-2.

7.
Extracts of TM 11-5820-890-10-3.

8.
SINCGARS radio set.  (AN/PRC-119).

9.
BA-5590 (2 each).

10.
Pencil.

11.
Paper.

12.
Installed and operational secure radio set w/operator to act as distant station.

13.
Extract of unit SOI.
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REFERENCE INFORMATION

NOMENCLATURE CROSS-REFERENCE LIST

[image: image2.png]COMMON NAME
Battery
Battery box
Fill battery
Handset

KYy-57

KYK-13

Loudspeaker
Manpack antenna
Mounting adapter

Mounting base

Power amplifier (PA)

SINCGARS

RT

Vehicular antenna

CFFICIAL NOMENCLATURE

Battery BA-5590/U

Battery box CY-8523/PRC or ZAI-J (VINSON)
Battery BA-1372/U

Handset H-250

Communications security equipment
TSEC/KY-57

Communications security equipment
KYK~-13/TSEC

Loudspeaker LS-454,/U
Antenna, Manpack, AS~3683/PRC
Amplifier-Adapter, Vehicular AM-7239/VRC

Mounting Base, Electrical Equipment
MT-6352/VRC

Amplifier, Radio Freguency, AM-7238/VRC

Single Channel Ground and Airborne Radio
System

Receiver Transmitter, Radio RT-1439/VRC

Antenna, Vehicular AS-3684/VRC or
AS-3900/VRC




ABBREVIATIONS

COMSEC
Communications security

FM
Frequency Modulation

HI
High

LO
Low

M
Medium

RF
Radio Frequency
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REFERENCE INFORMATION (continued)

NCS
Net Control Station

MBR
Member

PA
Power Amplifier

PMCS
Preventive Maintenance Checks and Services

SC
Single Channel

SOI
Signal Operating Instructions

SOP
Standing Operating Procedures

GLOSSARY
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Channel
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Fill
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DEFINITION

Period of time a battery is expected to
provide useful power.

Self test run by the RT.

Frequency storage area or the number used
to select the frequency.

Permanent memory where data is stored
and utilized.

Data entered in equipment memory.

Working memory, where data is manipulated.
Intentional interference.

Putting data into the equipment memory.
Frequency entered in a channel.

Audio you hear in your handset as you
transmit.

One frequency.

An RT circuit which eliminates unwanted
noise when no signal is being received.

Erase data from memory.
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LESSON 1

Prepare/Operate Communications Security Equipment

TASK:  Prepare and Operate TSEC/KY-57.

CONDITIONS:

1.
Performance: Given a TSEC/KY-57, KYK-13 W/TEK, fill cable, battery box, handset, Lesson 1 materials, extracts of TM 11-5810-256-10 and TM 11-5810-256-OP-2, and a qualified SOJT monitor.

2.
Performance oriented: Given lesson materials, extracts of TM 11-5810-256-10 and TM 11-5810-256-OP-2, paper, pencil, and without supervision.

STANDARDS:

1.
Performance: Correctly assembles and loads the TSEC/KY-57 IAW performance measures 1 through 13 within one out of two attempts and within 10 minutes.

2.
Performance oriented: Demonstrates competency of the task skills and knowledge by correctly responding to 70 percent of the multiple choice practice exercise examination covering Lesson 1.

References: TM 11-5810-256-10, TM 11-5810-256-OP-2

Learning Event 1:

Prepare and Operate the TSEC/KY-57.

1.
Situation: In a tactical environment, you are required to provide secure radio communications from 1st Plt to the company CP.  You will use Communications Security Equipment TSEC/KY-57 and its ancillary devices to secure your radio transmissions.  You will assemble and load the KY-57 to prepare it for use with a designated combat net radio.

2.
Communications Security Equipment, TSEC/KY-57 and its ancillary devices, is used to secure FM radio communications.  Present day doctrine dictates that all FM radio communications must be secure to afford them protection from interception and deception.  VINSON, the KY-57 and associated devices, accomplishes secure operation through the use of TEK (random code).  In order to communicate, both stations must be using the same key.  Let's look at this equipment.
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3.
Components, controls and connectors.


a.
COMSEC Device TSEC/KY-57.  The KY-57 is a scrambler-descrambler.  It is the base component of the Vinson system.  It has the capacity for storing and utilizing six different TEKs.


(1)
Audio connector.  The audio connector is used to connect the handset to the KY-57 when using AN/PRC-77 or AN/VRC-12 series radio sets.  With SINCGARS, secure communications are possibly with the handset connected to the audio connector on the RT in manpack or mounting adapter in vehicular configurations.  The SINCGARS interconnect cable provides connection of audio from the RT to the KY-57.


(2)
Fill connector.  The fill connector is used to connect the KY-57 to the fill device using the fill cable.  This connection must be made whenever a TEK is to be loaded into the KY-57.


(3)
Radio connector.  This connector is used to connect the KY-57 to the radio to carry signals from the radio to the KY-57.  This includes audio and control signals.


(4)
FILL switch.  The fill switch is used to select the position which has the TEK stored or is to receive the TEK during loading.

2
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Figure 1.  TSEC/KY-57 Front Panel
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Figure 2.  KYK-13/TSEC
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(a)
Z 1-5.  Used to zeroize positions 1 through 5.  Switch must be pulled out to be set to this position.  Positions will be zeroized (erased) automatically when the switch is placed in this position.


(b)
1-6.  COMSEC key positions.  Used to store and utilize keys.


(c)
Z ALL.  This position is used to zeroize all six fill positions.  The switch must be pulled out to be set to this position.  All fill positions are zeroized when the switch is set to this position.


(5)
Mode switch.  The mode switch is used to select the function you want the KY-57 to perform.


(a)
P - plain.  Selects the plain function.  When in this position, the KY-57 is not scrambling the transmission.  Switch must be pulled out to go to "P" so it can not be set to this position accidentally.


(b)
C - cipher.  Selects the secure mode.  Transmissions are being scrambled when the KY-57 is in cipher.


(c)
LD - load.  Used to load keys from the fill device into the KY-57.


(d)
RV - receive variable (key).  Used to receive remote keying.


(6)
Volume.  Adjusts the receive volume only.


(7)
Power switch.  Applies operate voltage to the KY-57.


(a)
OFF/ON.  Turns power ON and OFF.


(b)
TD - time delay.  Used when the KY-57 is being used with a retransmission station.


(8)
Battery connector.  Electrical connection from the battery to the KY-57 in the backpack configuration.


(9)
Battery.  BA-5590 is a lithium battery used to supply operating voltage to the KY-57 in the backpack configuration.  Life expectancy for the battery is approximately 40 hours of balanced transmit and receive operation.


(10)
Battery box.  Attaches the battery to the KY-57 and protects it from damage.


(11)
RT interconnect cable.  Connects KY-57 to radio.
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(12)
Writing surfaces.  Used to log in the keys in the fill positions.


(13)
Memory battery.  Mercury battery BA-1372 is used to supply voltage to the memory.  Maintains memory when the KY-57 is turned off.  Life expectancy is 180 days.  (6 months.)


b.
Fill device.  (KYK-13) Is a storage and transfer device used to hold variables and electronically transfer them to the KY-57.  Capable of holding six different keys.


(1)
J1 connector.  Male connector at the end of the KYK-13 used to interconnect the KY-57 and KYK-13 using a fill cable when performing loading operations.  This is the preferred method of connection.


(2)
P1 connector.  Female connector on the end of the KYK-13 used to directly connect the KY-57 and KYK-13 when performing loading.  Care must be taken not to overtighten the connection when making a direct connection.  The guide pins inside the connector may be broken.


(3)
Writing surfaces.  Used to log in the key contained in the fill position.


(4)
FILL switch.  Selects the fill position to be checked, loaded or zeroized.  ALL is used to zeroize all positions at once.


(5)
Initiate button.  Is used to perform parity checks to determine if there is a TEK in a position.  Light will flash if the position contains a fill.  Also used to zeroize in conjunction with the fill switch and mode switch.


(6)
Parity indicator.  Indicator light flashes if a key is present when position is checked and when a key is transferred during loading.  Will not flash when positions are being zeroized.


(7)
MODE switch.  Selects the function you want to perform.


(a)
OFF/CK.  The off check position is used to turn the KYK-13 off and to check the fill positions for keys.  (parity check.)


(b)
ON.  Applies operating voltage to the KYK-13.


(c)
Z.  The zero position is used to zeroize the fill positions in conjunction with the fill switch and initiate button.  This is a spring loaded position and the switch must be held while the initiate button is pressed.
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(8)
Memory battery.  BA-1372, mercury battery supplies voltage to the memory of the KYK-13, to maintain memory when the KYK-13 is turned off.  Life expectancy is 180 days.  (6 months.)

4.
Prepare and Operate TSEC/KY-57.  Now that we have looked at the communications security equipment lets see how it is operated.


a.
Install the battery.   Stand the KY-57 on the front panel protective handles.  Place the BA-5590 in place on the back of the KY-57 being careful to properly align the connectors.  Place the battery box over the battery and secure it to the KY-57 using the clamps.


b.
Install the handset on the audio connector of the KY-57.  When used with SINCGARS the handset will be installed on the audio connector on the RT or mounting adapter.

CAUTION: Ensure the KYK-13 is turned OFF prior to making connections.


c.
Connect the KYK-13 to the KY-57.   Using the fill cable interconnect the KYK-13 and the KY-57 from J1 on the KYK-13 to the FILL connector on the KY-57.


d.
Turn on the KY-57 and clear the alarm.   When the KY-57 is turned on you will hear a rushing noise and continuous beeping in the handset.  The alarm system is being tested.  To clear this alarm press and release the Push-To-Talk (PTT) switch.


e.
Load a TEK.  Transfer a TEK from the KYK-13 to the KY-57.


(1)
Set the FILL switch on the KY-57 to the position the TEK is to be loaded in.


(2)
Set the MODE switch on the KY-57 to LD.


(3)
Set the FILL switch on the KYK-13 to the position containing the TEK to be loaded.


(4)
Set the MODE switch on the KYK-13 to ON.


(5)
Press and release the PTT on the handset.  You will hear a beep on press and one on release.  If the initiate button is pressed while the KYK-13 is on, the KYK-13 will lock up.  To unlock it turn it off and back on.


f.
Place the MODE switch on the KY-57 to C and check for the presence of a TEK.  Key the handset, you will hear one beep if there is a TEK loaded.  If there is no key present, you will hear a steady tone.
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CAUTION: Make sure the KYK-13 is turned off before disconnecting the fill cable.


g.
Turn the KYK-13 off and disconnect the fill cable from the KY-57.

NOTE: The KY-57 is now prepared for connection to a designated radio set.  Secure operation is possible.  We will continue with the use of VINSON after we have discussed SINCGARS radio sets.
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LESSON 1

PRACTICE EXERCISE

PERFORMANCE (HANDS-ON W/EQUIPMENT)

LO1:
Install and Load TSEC/KY-57.

TASK:
Install and Operate TSEC/KY-57

CONDITION:
Given KY-57, KYK-13 W/TEK, BA-5590, battery box, fill cable, pencil, extracts of TM 11-5810-256-10 and TM 11-5810-256-OP-2, handset, and a qualified SOJT monitor.

STANDARDS:
Correctly install and load the KY-57 IAW performance measures 1 through 13 within one out of two attempts and within 10 minutes.

INSTRUCTIONS:

When you feel you are ready to perform the hands-on practice exercise for this lesson, inform your SOJT monitor.  You are reminded not to attempt to perform the task without the assistance of an SOJT monitor.
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LESSON 1

PRACTICE EXERCISE

PERFORMANCE ORIENTED (WRITTEN)

LO1:
Install and Load TSEC/KY-57.

TASK:
Install and Operate TSEC/KY-57.

CONDITIONS:
Given Lesson 1 materials, extracts of TM 11-5810-256-10 and TM 11-5810-256-OP-2, pencil, paper and without supervision.

STANDARDS:
Correctly respond to 70 percent of the multiple-choice practice exercise examination covering install and operate TSEC/KY-57.

INSTRUCTIONS:

For each of the following questions select the one answer which BEST completes the statement or answers the question.  Indicate your response by circling the correct letter below.

1.
What battery is used to provide power to maintain memory in the KY-57?

a.
BA-5590.

b.
BA-3030.

c.
BA-1372.

d.
BA-4386.

2.
Where should the MODE switch on the KYK-13 be set when you are connecting or disconnecting the fill cable?

a.
OFF/CK.

b.
ON.

c.
Z.

d.
Position containing the key.
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3.
In the manpack configuration, operating voltage is supplied to the KY-57 by a--

a.
BA-1372.

b.
BA-3030.

c.
BA-4386.

d.
BA-5590.

4.
To operate in the secure mode you must set the KY-57 MODE switch to--

a.
P.

b.
C.

c.
LD.

d.
RV.

5.
What should you do if the battery box becomes hot to the touch?

a.
Continue to operate.

b.
Check the battery for indications of a short.

c.
Turn the equipment off and let it cool.

d.
Change batteries.

6.
What is the life expectancy of the fill battery?

a.
30 days.

b.
60 days.

c.
3 months.

d.
6 months.
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GENERAL INFORMATION

SINCGARS

Configurations:

AN/PRC-119
Manpack, short range.

AN/VRC-87
Vehicular, short range.

AN/VRC-88
Vehicular, short range, dismountable


(manpack).

AN/VRC-89
Vehicular, short range/long range.

AN/VRC-90
Vehicular, long range.

AN/VRC-91
Vehicular, long range/short range,


dismountable.

AN/VRC-92
Vehicular, long range/long range (Retrans)


Short range - 8 km, Long range - 35 km.
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GENERAL INFORMATION (continued)

Purpose and use of components.
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LESSON 2:  ASSEMBLE AND OPERATE SINCGARS (MANPACK)

Learning Event 1:  Assemble SINCGARS (Manpack)

TASK:
Assemble Radio Set AN/PRC-119.

CONDITIONS:

1.
Performance.  Given disassembled AN/PRC-119, extracts of TM 11-5820-890-10-3, DA Form 2404, pencil, grease pencil, BA-5590 (new or w/condition indicated), KY-57 w/fill and accessories, and a qualified SOJT monitor.

2.
Performance oriented.  Given Lesson 2 materials, paper, pencil, and without supervision.

STANDARDS:

1.
Performance.  Correctly assembles the AN/PRC-119 IAW performance measures 1 through 5, within one out of two attempts and within 10 minutes.

2.
Performance oriented.  Demonstrate competency of the task by correctly responding to 70 percent of the multiple choice questions covering assemble the AN/PRC-119.

Learning Event 2: Operate SINCGARS Single Channel.

TASK:
Program and operate SINCGARS in a secure SC net.

CONDITIONS:

1.
Performance.  Given an installed secure SINCGARS radio set, initiated DA Form 2404, extracts of TM 11-5820-890-10-3, pencil, grease pencil, and a qualified SOJT monitor.

2.
Performance Oriented.  Given Lesson 2 Learning Event 1 materials, pencil, paper, and without supervision.

STANDARDS:

1.
Performance.  Correctly perform start-up procedures, load SC information, operate in an SC net, and perform PMCS as necessary, within one out of two attempts, and within 15 minutes.

2.
Performance oriented.  Correctly respond to 70 percent of the multiple choice test items on the end of learning event practice examination.

References:

TM 11-5820-890-10-3
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Learning Event 1:  ASSEMBLE SINCGARS (MANPACK)
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Figure 3.  Front Panel RT-1439/VRC.
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Assemble Radio Set AN/PRC-119.

1.
Situation: In a tactical environment, you are required to provide FM radio communications from 2d Plt, A Co, 54th In Bn, to the company command post.  Due to the rugged terrain in the area where the platoon will conduct its operations vehicular radios cannot be used.  You will use Radio Set AN/PRC-119 to provide the required single channel communications.  All radio transmissions must be secure.

2.
Let's begin our lesson by taking a look at the AN/PRC-119 components, controls and connectors.

Receiver/Transmitter RT-1439/VRC.  The RT common to all SINCGARS configurations used to send and receive messages and net operation information.


(1)
Controls and connectors are limited to those on the RT in the manpack configuration.


(a)
FUNCTION switch - FCTN - used to select the function you want the RT to perform.


o
OFF - turns the RT power OFF but maintains memory.  Used to shut down for short periods of time when memory retention is desirable.


o
TST - position causes the RT to perform self test of its circuitry.


o
SQ ON/OFF - SQUELCH ON/OFF - ON eliminates unwanted noise in the handset when there is no signal being received.  OFF position allows receiver noise to be heard.


o
RXMT - RETRANSMIT, used to relay signals when stations are to far apart or terrain features prohibit direct communications.


o
REM - REMOTE, used to allow for control of the RT from a remote location.


o
LD - LOAD, used to enter fill data into the RT from a fill device.
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o
LD V - LOAD VARIABLE, used to load the Transmission Security Key (TSK - TRANSEC) NOT needed for SC operation.


o
ZA - ZEROIZE ALL, erases all data in the RT memory.


o
STW - STOW, turns the RT OFF, used to shut down for long periods of time, zeroizes memory, and conserves battery life.

NOTE: A square around a switch position indicates you must pull on the switch to set it to that position.  This is to prevent the operator from accidentally changing the switch to that position and losing communications or fill data.


(b)
RF - RADIO FREQUENCY switch allows you to select the power out of the RT.  Use only as much as you need.


o
LO - LOW power, used for communicating up to 300 meters.


o
M - MEDIUM power, used for communicating up to 4 kilometers (km).


o
HI - HIGH power, used for communicating up to 8 km.


o
PA - POWER AMPLIFIER, available only with long range vehicular radio sets.  Allows for communications up to 35 km.


(c)
CHAN - CHANNEL switch, used to select the channel (frequency) you wish to operate on.


o
MAN - MANUAL channel, used to store a frequency in SC operations.


o
1 - 6  Storage positions for frequencies, used to select the operating frequency.


o
CUE - May be used to store a frequency in SC operations.


(d)
MODE - MODE switch is used to select the mode of operation the RT is to operate in.


o
SC - SINGLE CHANNEL, used when the RT is being used in SC operations.


o
FH - FREQUENCY HOPPING, NOT used during SC operation.


o
FH/M - FREQUENCY HOPPING/MASTER, NOT used during SC operation.
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(e)
DIM - Brightness control for panel indicators.


(f)
SIG INDICATOR - Indicates level of transmit or receive signals.


(g)
Display window - indicates the frequency the RT is on during SC operation, and information concerning RT operation.


(h)
VOL/WHSP - VOLUME/WHISPER, adjusts the volume of the received signal.  Whisper allows you to whisper into the microphone and be received at normal volume.


(i)
DATA - Allows for selection of data rate for interface with data equipment.


(j)
RXMT Connector - used to connect two RTs for retransmission.


(k)
ANT Connector - Used to connect manpack or vehicular antenna.


(l)
FILL Connector - used to connect the fill device when loading data into the RT.


(m)
AUDIO Connector - used to connect handset in in manpack, connects to Mounting Adapter AM-7239 in vehicular radio sets. 


(n)
KEYPAD used to enter SC data into the RT during SC operations.


o
1 - 0, used to enter single digits when entering SC frequencies into holding memory during SC operations.


o
FREQ - FREQUENCY, used to prepare the RT to accept frequency input.


o
SEND/OFST - NOT used during SC operation.


o
TIME, NOT used during SC operation.


o
BATT/CALL, Used to set or call up battery life condition.


o
STO/ENT - STOW ENTER, used to enter data into permanent memory from holding memory.


o
H.LD/0 - HOLD/LOAD/0, Used only as 0 in SC operation.


o
CLR - CLEAR, used to clear data from memory.  Used in entering frequency data during SC operation.


o
L.E. and L have no function during SC operation.
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(o)
P1 Connector on the back of the RT is the primary power connector.


(p)
J5 Connector on the side of the RT is used to connect VINSON communications security equipment.


(2)
Accessories.


(a)
Handset H-250, is used to talk and listen during operations.  Vehicular sets may use a speaker for reception.


(b)
Antenna AS-3683/PRC is the flexible ribbon antenna used on the AN/PRC-119.


(c)
Battery box CY-8523/VRC or CY-8523A/VRC is used to attach and protect the battery.


(d)
Battery BA-5590/U is a lithium battery used to supply operate power to the RT during manpack operation.


(e)
Battery BA-1372 is a mercury battery used to maintain memory during short periods of shut down.  (FCTN switch is at OFF position.)

3.
Now that we have become familiar with SINCGARS let's assemble the AN/PRC-119.

Assembly.


(1)
Stand the RT on the front panel guards.  This will make installation of the battery and battery box easier.


(2)
Visually inspect the battery box for dirt and damage. 


(3)
Place the battery box on the RT and secure it with the hold-down latches.


(4)
Inspect the battery.  If it is not new check the battery life condition, write it down so you can enter it in the RT memory later.


(5)
Insert the battery into the battery box and mate the connectors.


(6)
Close and secure the battery box.


(7)
Turn the RT over and set it on the battery box.


(8)
Assemble the whip antenna with the flexible antenna base.  DO NOT overtighten.
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(9)
Screw the antenna base into the RT antenna connector.  Tighten by hand only.  The antenna can be positioned as needed by bending the flexible base (goose neck).


(10)
Install the handset on the audio connector of the RT for secure communications.  The SINCGARS interconnect cable provides for signal and control between the RT and KY-57.


(11)
Connect the KY-57 to connector J5 on the RT using the interconnect cable.  (KY-57 is already filled.)

4.
The radio set is now installed and ready to be programmed with SC information in preparation for secure single channel operation.
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LESSON 2

PRACTICE EXERCISE

PERFORMANCE (HANDS-ON W/EQUIPMENT)

Learning Event 1:

LO1:
Assemble SINCGARS Manpack Configuration

TASK:
Assemble Radio Set AN/PRC-119.

CONDITIONS:
Given disassembled AN/PRC-119, KY-57 w/fill and accessories, extracts of TM 11-5820-890-1, grease pencil, pencil, BA-5590 (new or with condition indicated), DA Form 2404 and a qualified SOJT monitor.

STANDARDS:
Assemble the AN/PRC-119 IAW performance measures 1 through 5, without error, within one out of two attempts, and within 10 minutes.

INSTRUCTIONS:

When you feel you are ready to perform the hands-on practice exercise for this lesson, inform your SOJT monitor.  You are reminded not to attempt to perform the task without the assistance of an SOJT monitor.
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LESSON 2

PRACTICE EXERCISE

PERFORMANCE ORIENTED (WRITTEN)

Learning Event 1:

LO1:  Assemble Radio Set AN/PRC-119.

TASK:
Assemble Secure AN/PRC-119

CONDITIONS:
Given Lesson 2 Learning Event 1 materials, pencil, paper, and without supervision.

STANDARDS:
Correctly respond to 70 percent of the multiple choice questions covering assembly of the AN/PRC-119.

INSTRUCTIONS:

For each of the following test items select the one answer that BEST answers the question or completes the statement.  Indicate your response by circling the correct letter.

1.
The RT-1439/VRC is used for--

a.
answering phone calls.

b.
sending and receiving messages.

c.
power amplification.

d.
RF power output.

2.
Which SINCGARS component has operating controls?

a.
AM-7238.

b.
CY-8523.

c.
AS-3683.

d.
RT-1439.
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3.
How many power amplifiers does the AN/VRC-92 have?

a.
1.

b.
2.

c.
3.

d.
4.

4.
Which of the following is a component of the AN/PRC-119?

a.
AS-3684.

b.
AM-7239.

c.
AS-3683.

d.
AM-7238.

5.
Which battery is used for operating power with the AN/PRC-119?

a.
BA-3030.

b.
BA-5590.

c.
BA-4386.

d.
BA-1372.

6.
Which radio set can be used for retransmission?

a.
AN/VRC-87

b.
AN/VRC-88

c.
AN/VRC-90

d.
AN/VRC-92

7.
Which radio set provides long range/short range dismountable capabilities?

a.
AN/VRC-87.

b.
AN/VRC-88.

c.
AN/VRC-91.

d.
AN/VRC-92.
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8.
Which handset is used with the AN/PRC-119?

a.
H-148.

b.
H-250.

c.
H-182.

d.
H-528.

9.
When operating the AN/PRC-119 secure with the KY-57 the handset is connected to--

a.
audio connector on the RT-1439/VRC.

b.
fill connector on the RT-1439/VRC.

c.
audio connector on the KY-57.

d.
fill connector on the KY-57.
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LESSON 2

Learning Event 2: OPERATE SINCGARS SINGLE CHANNEL

1.
Situation:  You are assigned to 1st Plt, A Co, 54th In Bn.  Your unit is to take part in a major operation requiring single channel secure communications.  You have already assembled the SINCGARS radio set and VINSON communications security equipment.  The prearranged net opening time is near.  You must load the necessary single channel information into the RT and be prepared to respond to the NCS's call.

2.
Let's get right into programming the RT.


a.
Preset controls.  Prior to start-up the equipment controls must be preset to protect the equipment during start-up.  Remember you must pull to set controls to a position with a square around it.


(1)
KY-57 - OFF, for protection during start-up, and for RT self tests.


(2)
RT-1439.


(a)
DATA - OFF, used when interfacing with data processing equipment and TACFIRE only.


(b)
VOL and DIM controls - Mid range, to be adjusted as needed during operation.


(c)
MODE - SC, for single channel operation.


(d)
CHAN - MAN, we will start in the Manual Channel, to be adjusted as necessary to utilize stored frequencies during operation.  It is filled for SC and FH operation.


(e)
RF - LO, begin with the least power output, adjust as necessary to ensure effective communications during operation.  Set to LO for RT self circuit tests.


(f)
FCTN - STW, ensures all previous fill is zeroized.  To be adjusted during operation to cause the RT to function as desired.


b.
Test RT circuits.  As part of start-up we will cause the RT to perform self tests on internal circuitry.


(1)
Set CB1 to ON on vehicular radio sets.  This applies power to the PA Mounting Base and Mounting Adapter.


(2)
Set the FCTN switch to Z-A.  The RT will begin performing self tests, when it completes the tests the display must show "Good" to continue.
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(3)
Set the FCTN switch to TST.  This initiates further self tests by the RT.


(a)
Display shows results of the various tests as they are completed.


(
Display shows E   d to indicate the presence of ECCM and DATA modules.


(
Display shows "88888" to indicate whether all light emitting diodes are working.


(
When tests are completed the display will show "Good" or a Fail code.  If Fail 1 appears disconnect the antenna and rerun the test.  If this doesn't correct the problem notify maintenance.  Any other Fail code requires maintenance.


(b)
Set the FCTN switch to SQ-ON.  Press and hold the PTT switch on the handset and observe the signal level indicator to see that it is reading at 1 or 2.  Release PTT switch.


(c)
Annotate DA-Form 2404 with appropriate entries.

NOTE: WHEN ENTERING INFORMATION INTO THE RT MEMORY YOU HAVE SEVEN SECONDS TO PROCEED WITH THE ENTRY BEFORE THE RT DEFAULTS BACK TO THE ENTRY THAT WAS THERE BEFORE.  IF YOU MUST PAUSE WHILE ENTERING INFORMATION, TO KEEP THE RT FROM DEFAULTING, SIMPLY DO NOT RELEASE THE LAST KEY USED.  THE SEVEN SECOND TIMER BEGINS ON RELEASE OF THE KEY.


c.
Set battery life condition.  When using a manpack radio the battery life condition must be set so the RT will keep track of the useful life left in the battery.

NOTE

BATTERY LIFE CONDITION
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(1)
When installing a new battery remove the tape from the battery connector and place it on the side of the battery.  The tape makes a convenient place to write the battery life condition when you remove the battery.


(2)
Set the FCTN switch to LD.  The RT will not accept information unless the switch is in the LD position.


(3)
Press the BATT/CALL button.  The display will show 00.  Press the CLR button and the display will show __ __.  Enter the battery life condition, 00 for a new battery or the number you found on the used battery you are installing.


(4)
Press the STO ENT button.  To enter the battery life information in permanent memory.  Display will blink to indicate entry has been entered.


(5)
Set the FCTN switch to SQ ON.  This is the normal operating position.  It allows you to hear received signals and eliminates unwanted noise when no signal is being received.


d.
Load the Manual Channel.  During SC operation used to store and utilize the manual channel frequency solely as a single channel frequency.


(1)
Set the FCTN switch to LD.


(2)
Press keypad FREQ button.  The display will show 30000 since no frequency has been loaded in the MAN channel.  (If CHAN switch is in a position other than MAN the display will show 00000.)


(3)
To remove the data stored in the manual channel, 30000, press the CLR button.  The display will show _ _ _ _ _.


(4)
Enter the frequency from left to right.  As each number is entered it will appear in the display window.  If you make an error it can be erased by pressing the CLR button.


(5)
Press STO ENT button to enter the frequency into permanent memory.  Must be done within 7 seconds.


(6)
To enter an additional frequency select another channel number (1-6) and repeat the procedure for loading single channel frequencies.


(7)
Set the FCTN switch to SQ ON.
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(8)
Set the CHAN switch to MAN.  The NCS will initiate communications on that frequency.


(9)
Set the KY-57 POWER switch to ON, the MODE switch to C and the FILL switch to the position containing the TEK (Traffic Encrypting Key) to be used.  Key handset to clear the alarm.

NOTE: THE RADIO SET IS NOW PREPARED FOR SECURE SINGLE CHANNEL OPERATION.


f.
Establish communications with the net.


(1)
Standby and listen for the NCS to call the net.  When the NCS calls the net each net member will respond in order according to local SOP.  Be sure to pay close attention to what is happening on the net so as not to cause any delays.  Transmit only when it is your turn, if you miss your turn wait until others have finished.  The NCS is responsible for getting everyone in the net.

NOTE: THE AUTHORITY OF THE NCS CONCERNING THE ADMINISTRATION AND OPERATION OF THE NET IS ABSOLUTE

NOTE

ALL COMMUNICATION PROCEDURES ARE IAW ACP 125( )


(a)
"NET C/S - THIS IS - NCS C/S OVER"

"NCS C/S - THIS IS - 1ST NM C/S OVER"

"NCS C/S - THIS IS - 2ND NM C/S OVER"

"NCS C/S - THIS IS - 3RD NM C/S OVER"

"NET C/S - THIS IS - NCS C/S ROGER OUT"


(b)
The secure net is now established and open.  The NCS will direct what type of net is in operation and maintain control of the net.
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g.
Perform after operation PMCS.


(1)
NCS directs the closing of the net.

"NET C/S THIS IS NCS C/S CLOSE DOWN OVER"

"NCS C/S THIS IS 1ST NM C/S ROGER OUT"

"NCS C/S THIS IS 2ND NM C/S ROGER OUT"

"NCS C/S THIS IS 3RD NM C/S ROGER OUT"


(2)
Press BATT/CALL button, note battery life condition, write it down so you can enter it on the battery after you remove it.


(3)
Turn the KY-57 OFF and set the FILL switch to Z 1-5.  This will zeroize the fill in the KY-57.


(4)
Set the RT FCTN switch to the TST position.  The RT will perform the same tests it did on start-up.  The results and displays should be the same.


(5)
Set the RT FCTN switch to Z-A.  Wait for the display to show "Good."


(6)
Set the RT FCTN switch to STW.  This is for long term shut-down.


(7)
Disconnect COMSEC cable from the KY-57 and RT. 


(8)
Remove the battery from the KY-57.


(9)
Disassemble the radio set.  Reverse assembly procedures.  Write the battery life condition on the battery.


(10)
Annotate the DA Form 2404.
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LESSON 2

PRACTICE EXERCISE

PERFORMANCE (HANDS-ON W/EQUIPMENT)

Learning Event 2:

LO1:
Operate a SINCGARS radio set.

TASK:
Program and Operate SINCGARS.

CONDITIONS:
Given an installed secure SINCGARS radio set, initiated DA Form 2404, extracts of TM 11-5820-890-10-3, pencil, grease pencil and a qualified SOJT monitor.

STANDARDS:
Performs start-up, loading and operating procedures on secure SINCGARS IAW performance measures 1 through 7 without error, within one out of two attempts and within 15 minutes.

INSTRUCTIONS:

When you feel that you are ready to perform the hands-on practice exercise for this lesson, inform your SOJT monitor.  You are reminded not to attempt to perform the test without the assistance of an SOJT monitor.
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LESSON 2

PRACTICE EXERCISE

PERFORMANCE ORIENTED (WRITTEN)

Learning Event 2:

TASK:
Program and Operate SINCGARS Secure.

CONDITIONS:
Given Lesson 1 Learning Event 2 material, pencil, paper and without supervision.

STANDARD:
Correctly respond to 70 percent of the practice exercise test items covering program and operate SINCGARS secure.

INSTRUCTIONS:

In each of the following test items, select the one answer that BEST completes the statement or answers the question.  Indicate your response by circling the correct letter.

1.
When performing the transmitter test, where do you set the RF switch?

a.
HI.

b.
TST.

c.
LO.

d.
LD/V.

2.
Where do you set the FCTN switch to initiate an RT self test?

a.
TST.

b.
STW.

c.
SQ ON.

d.
RXMT.
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3.
What should you do when your RT displays "Fail 1" at the completion of the self test?

a.
Turn the RT in to maintenance.

b.
Replace W-1 cable.

c.
Replace the fill battery.

d.
Remove the antenna.

4.
While you are entering SC data you make an error.  How can you delete the error?

a.
Backspace.

b.
Press CLR.

c.
Press FREQ.

d.
Strikeover.

5.
What button stores information in permanent memory?

a.
SEND/OFST.

b.
H.LD/0.

c.
STO/ENT.

d.
CLR.

6.
What does the display show when all circuits check out during the RT self test?

a.
88888.

b.
E   d.

c.
Good.

d.
All of the above.
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7.
How much time do you have to press a button before the RT defaults to the entry previously in memory?

a.
5 seconds.

b.
5 minutes.

c.
7 seconds.

d.
7 minutes.

8.
Where do you place the RT MODE switch to enter a frequency?

a.
LD.

b.
SC.

c.
LD/V.

d.
FREQ.

9.
Where should you set the RT FCTN switch for normal single channel secure operation?

a.
LD.

b.
REM.

c.
SQ OFF.

d.
SQ ON.
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ANSWERS TO PRACTICE EXERCISES

PERFORMANCE ORIENTED (WRITTEN)
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US ARMY SIGNAL CENTER AND FORT GORDON

FORT GORDON, GEORGIA 30905

END-OF-SUBCOURSE PRACTICAL EXERCISE

PERFORMANCE (HANDS-ON W/EQUIPMENT)

DATE: 30 September 1990

SUBCOURSE NO/TITLE:
SS 0754-A, OPERATE SINCGARS SINGLE CHANNEL

TERMINAL LEARNING OBJECTIVE:

TASK:
Install and Operate SINCGARS Single Channel.

CONDITIONS:
Given a disassembled SINCGARS radio set and KY-57, KYK-13 w/key, frequencies, callsigns, Lessons 1 and 2 materials, DA Form 2404, pencil, grease pencil and a qualified SOJT monitor.

STANDARDS:
Install and operate a SINCGARS radio set with VINSON communications security equipment in the single channel mode, without error, within one out of two attempts, and within 35 minutes.

INSTRUCTIONS:

When you feel you are ready to perform the hands-on End-of-Subcourse practical exercise, inform your SOJT monitor.  You are reminded not to attempt to perform the task without the assistance of an SOJT monitor.
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